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Introductions
Tony Cox Prof Dr Tanja Lange
VP Partners, Alliances & Sales- Cryptsoft Professor at Technische Universiteit

Chair 8 OASIS KMIP Technical Committee Eindhoven (The Netherlands)

Co-Editor 0 KMIP Specificationv1.3, v1.4 Expert on curve-based cryptography

& v2.0 Early proponent of post -quantum

Chair 8 OASIPKCS11 Technical cryptography.

Committee 3 steering committees, including PQCrypto
workshop.

Coordinator of EU-H2020 project
PQCRYPT® Post-quantum cryptography
for long -term security

https:// _pgcrypto.eu.org
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Introduction

Why is this topic important?
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Not Just cryptoée

v Plenty of discussion on QC and PQC at this event and in the wider industry
v In a key management context we need to consider:

v Nature of PQC threats to managed encryption keys

v Responses to coming threats

v Ongoing ability to change and adapt
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Keys In use for decades

v How do we put together a framework to deal with both quantified and as -yet
unguantified threats and their impact on:

v Encrypted data
v Signatures and legal contexts

v Authentication systems
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Threats and recommendations

Post Quantum Crypto overview
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Algorithms for Quantum Computation:
Discrete Logarithms and Factoring

Peter W. Shor
AT&T Bell Labs
Room 2D-149
600 Mountain Ave.
Murray Hill, NJ 07974, USA

Abstract

A computer is generally considered to be a universal
computational device; i.e., it is believed able to simulate
any physical computational device with a cost in com-
putation time of at most a polynomial factor. It is not
clear whether this is still true when quantum mechanics
is taken into consideration. Several researchers, starting
with David Deutsch, have developed models for quantum
mechanical computers and have investigated their compu-
tational properties. This paper gives Las Vegas algorithms
for finding discrete logarithms and factoring integers on
a quantum computer that take a number of steps which is
polynomial in the input size, e.g., the number of digits of the
integer to be factored. These two problems are generally
considered hard on a classical computer and have been
used as the basis of several proposed cryptosystems. (We
thus give the first examples of quantum cryptanalysis. )
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(1, 2]. Although he did not ask whether quantum mechan-
ics conferred extra power to computation, he did show that
a Turing machine could be simulated by the reversible uni-
tary evolution of a quantum process, which is a necessary
prerequisite for quantum computation. Deutsch [9, 10] was
the first to give an explicit model of quantum computation.
He defined both quantum Turing machines and quantum
circuits and investigated some of their properties.

The next part of this paper discusses how quantum com-
putation relates to classical complexity classes. We will
thus first give a brief intuitive discussion of complexity
classes for those readers who do not have this background.
There are generally two resources which limit the ability
of computers to solve large problems: time and space (i.e.,
memory). The field of analysis of algorithms considers
the asymptotic demands that algorithms make for these
resources as a function of the problem size. Theoretical
computer scientists generally classify algorithms as effi-

cient when the number of steps of the algorithms grows as

a rnlvnnmial in tha cize nf the innnt Tha ~lace af nrnhs
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Threats and recommendations

Shor's algorithm solves in polynomial time:
RSA is dead.
DSA is dead.
ECDSA is dead.

Integer factorization.
The discrete-logarithm problem in finite fields.

The discrete-logarithm problem on elliptic curves.
This breaks all current public -key cryptography on the Internet!

Massive research effort. Tons of progress summarized in, e.g.,
https://en.wikipedia.org/wiki/Timeline of quantum computing

Mar k Ketchen, | BM Research, 2012, on
doing things that are making us think
maybe just 10 years off, or 15 years off." It's within reach."

Also, Grover's algorithm speeds up brute-force searches.
Example: Only 264 quantum operations to break AES-128;
Example: Only 2128 quantum operations to break AES-256.
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Threats and recommendations

Name function pre-quantum | post-quantum
security level | security level
Symmetric cryptography
AES-128 (8] symmetric encryption | 128 64 (Grover)
AES-256 (8] symmetric encryption | 256 128 (Grover)
Salsa20 [9] symmetric encryption | 256 128 (Grover)
GMAC [10] MAC 128 128 (no impact)
Poly1305 [11] MAC 128 128 (no impact)
SHA-256 [12] hash function 256 128 (Grover)
SHA3-256 [13] hash function 256 128 (Grover)
Public-key cryptography
RSA-3072 [1] encryption 128 broken (Shor)
RSA-3072 [1] signature 128 broken (Shor)
DH-3072 [14] key exchange 128 broken (Shor)
DSA-3072 [15, 16] signature 128 broken (Shor)
256-bit ECDH [4, 5, 17] | key exchange 128 broken (Shor)
256-bit ECDSA [18, 19] | signature 128 broken (Shor)

* Source: Postquantum cryptography - dealing with the fallout of phys
success- D. Bernstein & T. Lange
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Physical Security

Areturn to the dark ages ?

Locked briefcases, quantum key distribution, etc.

Horrendously expensive.

Not suitable for today's networks and end points.
oProvably secureodo under highly questionabl
Broken again and again. Much worse track record than normal crypto.
Easy to screw up. Easy to backdoor. Hard to audit.

Very limited functionality: e.g., no public -key signatures.
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Security advantages of algorithmic
cryptography

Keep secrets heavily shielded inside authorized computers.
Reduce trust in third parties:
Reduce reliance on closed-source software and hardware.
Increase comprehensiveness ofaudits and certifications.
Increase comprehensiveness of formal verification.
Design systems to be secure even if keys are public.
Critical example: signed software updates.

Understand security as thoroughly as possible:
Publish comprehensive specifications.
Build large research community with clear security goals.
Publicly document attack efforts.
Require systems to convincingly survive many years of analysis.
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Post-Quantum Cryptography

Post-quantum crypto is crypto that resists attacks by quantum computers.

2003 Daniel J. Bernstein introduces term Post -quantum cryptography.

PQCrypto 2006: International Workshop on PostQuantum Cryptography.
PQCrypto 2016: 2226 Feb in Fukuoka, Japan, > 200 people
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What to do now?

v Upgrade now!
v Rolling out crypto takes long time.
v Every message encrypted with pre-quantum crypto is lost.

v Need to be up & running when quantum computers come.

v Upgrade later!

u - NIST will receive >100 great submissions, sure better than old crap
v Once rolled out, i t60s hard to change systems.

v (That said, easier to choose now than after November).
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What to do now?

Recommend very conservative systems now.

Users who care will accept performance issues and gladly update to faster/smaller
options later.

Recommend now, standardize later. General roll out later.

Make sure to secure update mechanisms for long-lived products
car manufacturers
energy companies

banking industry (ISO/TC68/WG2)

Find out now where you rely on crypto; make an inventory.
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Industry recommendations

@ BIUEKI"ypt Cryptographic Key Length Recommendation = 10

In most cryptographic functions, the key length is an important security parameter Both academic and private organizations provide
recommendations and mathematical formulas to approximate the minimum key size requirement for security. Despite the availability of these
publications, choosing an appropriate key size to protect your system from attacks remains a headache as you need to read and understand all

these papers.

This web site implements mathematical formulas and summarizes reports from well-known organizations allowing you to quickly evaluate the
minimum security requirements for your system. You can also easily compare all these techniques and find the appropriate key length for your
desired level of protection. The lengths provided here are designed to resist mathematic attacks; they do not take algorithmic attacks, hardware

flaws. etc. into account.

Choose a Method 1

Lenstra and Verheul Equations (2000)
Lenstra Updated Equations (2004)
ECRYPT Il Recommendations (2012)
NIST Recommendations (2016)
ANSSI Recommendations (2014)
IAD-NSA CNSA Suite (2016)
Metwork Working Group RFC3766 (2004)
BSI Recommendations (2017)

Compare all Methods

® 2017 BlueKrypt - v 30.4 - February 23, 2017
Author: Damien Giry
Approved by Prof. Jean-Jacques Quisquater
Contact: keylength@bluekrypt.com

| would like to thank Prof. Arjen K. Lenstra for his kind autherizaticn and comments.
Surveys of laws and regulations on cryptelogy: Crypto Law Survey [/ Digital Signature Law Survey.

Privacy Policy (P3P} | Disclaimer / Copyright | Release Notes

T U 'rci-:h nisthe Universiteit ‘
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Industry (NIST) recommendations

Private Signature Key 1-3 years -
Public Signature Key Several years (depends on key size)
Symmetric Authentication Key <=2 years <= 0UP + 3 years
Private Authentication Key 1-2 years
Public Authentication Key 1-2 years
Symmetric Data Encryption Key <=2 years <= 0OUP + 3 years
Symmetric Key Wrapping Key == 2 years <= 0UP + 3 years
Symmetric RBG keys Determined by design -
Symmetric Master Key About 1 year -
Private Key Transport Key <=2 years (1)
Public Key Transport Key 1-2 years
Symmetric Key Agreement Key 1-2 years
Private Static Key Agreement Key 1-2 years (3
Public Static Key Agreement Key 1-2 years
Private Ephemeral Key Agreement Key One key agreement transaction
Public Ephemeral Key Agreement Key One key agreement transaction
Symmetric Authorization Key == 2 years
Private Authorization Key <=2 years
Public Authorization Key <= 2 years

In some cases risk factors affect the cryptoperiod selection (see section 5.3.1 in report [4]).

(1) In certain email applications where received messages are stored and decrypted at a later time, the cryptoperiod of the
Private Key Transport Key may exceed the cryptoperiod of the Public Key Transport Key.

(2) In certain email applications where received messages are stored and decrypted at a later time, the key's recipient-usage
period key may exceed the originator-usage period.

(3) In certain email applications whereby received messages are stored and decrypted at a later time, the cryptoperiod of the
Private Static Key Agreement Key may exceed the cryptoperiod of the Public Static Key Agreement Key.
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Approach

Be mindful of, but not tied to the specific recommendations. Instead:

Focus on the framework that can enable recommendations to be
implemented quickly and easily

Ensure the framework enables sufficient agility to respond to new &
different threats

Ensure that the framework will work in a commercial implementation

Externalize key management from applications

Use a standardized protocol to deliver interoperability across the
enterprise/vendors

Ensure the standardized protocol has wide industry & vendor support
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