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Introductions  
Tony Cox 

u VP Partners, Alliances & Sales - Cryptsoft  

u Chair ð OASIS KMIP Technical Committee 

u Co-Editor ð KMIP Specification v1.3, v1.4 

& v2.0 

u Chair ð OASIS PKCS11 Technical 

Committee  

Prof Dr Tanja Lange  

u Professor at Technische Universiteit  

Eindhoven (The Netherlands) 

u Expert on curve-based cryptography  

u Early proponent of post -quantum 

cryptography.  

u 3 steering committees, including PQCrypto 

workshop. 

u Coordinator of EU-H2020 project 

PQCRYPTO ɧ Post-quantum cryptography 

for long -term security 

https:// pqcrypto.eu.org  

https://pqcrypto.eu.org/
https://pqcrypto.eu.org/
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Introduction  
Why is this topic important?  
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Not just cryptoé 

u Plenty of discussion on QC and PQC at this event and in the wider industry  

u In a key management context we need to consider:  

u Nature of PQC threats to managed encryption keys  

u Responses to coming threats 

u Ongoing ability to change and adapt  
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Keys in use for decades 

u How do we put together a framework to deal with both quantified and as -yet 

unquantified threats and their impact on:  

u Encrypted data 

u Signatures and legal contexts 

u Authentication systems  
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Threats and recommendations 
Post Quantum Crypto overview 
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Threats and recommendations 
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Threats and recommendations 

u Shor's algorithm solves in polynomial time:  

u Integer factorization.                RSA is dead. 

u The discrete-logarithm problem in finite fields.           DSA is dead. 

u The discrete-logarithm problem on elliptic curves.              ECDSA is dead. 

u This breaks all current public -key cryptography on the Internet!  

u Massive research effort. Tons of progress summarized in, e.g., 

https://en.wikipedia.org/wiki/Timeline_of_quantum_computing . 

u Mark Ketchen, IBM Research, 2012, on quantum computing: òWere actually 

doing things that are making us think like, ôhey this isn't 50 years off, this is 

maybe just 10 years off, or 15 years off.' It's within reach."  

u Also, Grover's algorithm speeds up brute-force searches. 

u Example: Only 264 quantum operations to break AES-128; 

u Example: Only 2128 quantum operations to break AES-256. 

https://en.wikipedia.org/wiki/Timeline_of_quantum_computing


10 

Threats and recommendations 

* Source: Post-quantum cryptography - dealing with the fallout of physics 

success - D. Bernstein & T. Lange 
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Physical Security 

A return to the dark ages ? 

u Locked briefcases, quantum key distribution, etc.  

u Horrendously expensive. 

u Not suitable for today's networks and end points.  

u òProvably secureó under highly questionable assumptions. 

u Broken again and again. Much worse track record than normal crypto.  

u Easy to screw up. Easy to backdoor. Hard to audit.  

u Very limited functionality: e.g., no public -key signatures. 
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Security advantages of algorithmic 

cryptography 
u Keep secrets heavily shielded inside authorized computers.  

u Reduce trust in third parties:  

u Reduce reliance on closed-source software and hardware.  

u Increase comprehensiveness of audits and certifications.  

u Increase comprehensiveness of formal verification.  

u Design systems to be secure even if keys are public. 

u Critical example: signed software updates.  

u Understand security as thoroughly as possible: 

u Publish comprehensive specifications.  

u Build large research community with clear security goals.  

u Publicly document attack efforts.  

u Require systems to convincingly survive many years of analysis. 
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Post-Quantum Cryptography 

u Post-quantum crypto is crypto that resists attacks by quantum computers.  

u 2003 Daniel J. Bernstein introduces term Post -quantum cryptography.  

u PQCrypto 2006: International Workshop on Post-Quantum Cryptography. 

u PQCrypto 2016: 22ð26 Feb in Fukuoka, Japan, > 200 people 
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What to do now? 

u Upgrade now! 

u Rolling out crypto takes long time.  

u Every message encrypted with pre-quantum crypto is lost.  

u Need to be up & running when quantum computers come.  

u Upgrade later!  

u NIST will receive >100 great submissions, sure better than old crap  

u Once rolled out, itõs hard to change systems. 

u (That said, easier to choose now than after November).  
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What to do now? 

u Recommend very conservative systems now. 

u Users who care will accept performance issues and gladly update to faster/smaller 

options later.  

u Recommend now, standardize later. General roll out later.  

u Make sure to secure update mechanisms for long-lived products  

u car manufacturers  

u energy companies 

u banking industry (ISO/TC68/WG2) 

u Find out now where you rely on crypto; make an inventory.  
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KMIP & PQC 
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Industry recommendations 

* Source: https://www.keylength.com/  

https://www.keylength.com/
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Industry (NIST) recommendations 

* Source: https://www.keylength.com/  

https://www.keylength.com/


19 

Approach 

u Be mindful of, but not tied to the specific recommendations. Instead:  

u Focus on the framework that can enable recommendations to be 

implemented quickly and easily  

u Ensure the framework enables sufficient agility to respond to new & 

different threats  

u Ensure that the framework will work in a commercial implementation  

 

u Externalize key management from applications  

u Use a standardized protocol to deliver interoperability across the 

enterprise/vendors  

u Ensure the standardized protocol has wide industry & vendor support  
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KMIP Vendors 


