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Understand what this means
• How can it be that I talk to the server securely?

Why do we have have a shared secret without ever meeting?
• How do I know that I talk to the correct server?
• How do I receive or send data secure?
• How is this data secured against modification?

Important disctinction

Public-key cryptography
Each user has 2 keys:
a public key and a private key.

Public key can be posted online;
private key must be kept secret.

Often can compute public key
from private key.
Other direction must be hard.

Symmetric-key cryptography
Each pair of users shares a key.
Knowlege of this key is symmetric
between both.

This key must be kept secret.

Symmetric systems often faster
than public-key systems.
Use latter to get symmetric key.
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