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Technical Details

Connection Encrypted (TLS_AES_256_GCM_SHA384. 256 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is therefore unlikely that
anyone read this page as it traveled across the network.
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Cipher Suites

# TLS 1.3 (suites in server-preferred order)

TLS_AES_256_GCM_SHA384 (0x1302) ECDH x25519 (eq. 3072 bits RSA) FS
TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH x25519 (eq. 3072 hits RSA) FS
TLS_AES_128 GCM_SHA256 (0x1301) ECDH x25519 (eq. 3072 bits RSA) FS

# TLS 1.2 (suites in server-preferred order)

TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305 SHA256 (Oxcca8) ECDH x25519 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH x25519 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA384 (0xc028) ECDH x25519 (eq. 3072 bits RSA) FS WEAK
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (0xc02f) ECDH x25519 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027) ECDH x25519 (eq. 3072 bits RSA) FS WEAK
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 2048 bits FS

TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (0x6b) DH 2048 bits FS WEAK
TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (0xc061) ECDH x25519 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_ARIA_128 GCM_SHA256 (0xc060) ECDH x25519 (eq. 3072 bits RSA) FS

TLS ECDHE RSA WITH AES 256 CBC SHA (0xc014) ECDH x25519 (eq. 3072 bits RSA) FS WEAK
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Understand what this means

e How can it be that | talk to the server securely?
Why do we have have a shared secret without ever meeting?
e How do | know that | talk to the correct server?
e How do | receive or send data secure?
e How is this data secured against modification?

Tanja Lange Introduction



Understand what this means

e How can it be that | talk to the server securely?
Why do we have have a shared secret without ever meeting?
e How do | know that | talk to the correct server?
e How do | receive or send data secure?
e How is this data secured against modification?

Important disctinction

Public-key cryptography Symmetric-key cryptography
Each user has 2 keys: Each pair of users shares a key.
a public key and a private key. Knowlege of this key is symmetric

between both.

Public key can be posted online;

private key must be kept secret. This key must be kept secret.
Often can compute public key Symmetric systems often faster
from private key. than public-key systems.

Other direction must be hard. Use latter to get symmetric key.
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