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Who am I?
▶ Professor in Eindhoven (NL), Department Math & CS.

▶ Trained mathematician & cryptographer (also minor in physics).

▶ Co-organizer PQCrypto 2006: International Workshop on Post-Quantum
Cryptography (held at KU Leuven, Belgium, part of EU project ECRYPT).
Now chair of PQCrypto Steering Committee.

▶ Coordinated PQCRYPTO EU project (2015 – 2018) ;

▶ Coordinating PQCSA EU coordinated support action.

▶ Expert for NEN (NL standardization body), co-editor in ISO SC27/JTC1
WG2, expert for ISO TC68/SC2 WG11 and CCSDS.

▶ Submitter of Classic McEliece, NTRU Prime, and SPHINCS+ to NISTPQC.

▶ Co-authored two ENISA studies on PQC 2021 and 2022.

▶ Many reports on ePrint and project pages.

https://pqcrypto.eu.org/conferences.html
https://www.pqcsa.eu/
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study


Store now, decrypt later



Urgency of moving to post-quantum cryptography

White House briefing urges move to PQC.
Deadline: 2035.

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/


2024 EU PQC transition roadmap (link)

https://digital-strategy.ec.europa.eu/en/library/recommendation-coordinated-implementation-roadmap-transition-post-quantum-cryptography


27 Nov 2024: Joint statement by 17 EU countries (link)

[..]

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement.pdf?__blob=publicationFile&v=5


27 Nov 2024: Joint statement by 17 EU countries (link)

[..]

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement.pdf?__blob=publicationFile&v=5


Disallows pre-quantum by 2030

https://www.cyber.gov.au/sites/default/files/2024-12/22.%20ISM%20-%20Guidelines%20for%20Cryptography%20%28December%202024%29.pdf


23 Jun 2025. 1st NIS2 PQC work stream roadmap (link)

https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography


analysis to minimise the impact of the quantum threat in the future.

 Timeline for the transition to PQC

1. By 31.12.2026:

• At least the First Steps have been implemented by all Member States.

• Initial national PQC transition roadmaps have been established by all Member
States.

• PQC transition planning and pilots for high- andmedium-risk use cases have been
initiated.

2. By 31.12.2030:

• The Next Steps have been implemented by all Member States.

• The PQC transition for high-risk use cases has been completed.

• PQC transition planning and pilots for medium-risk use cases have been com-
pleted.

• Quantum-safe software and rmware upgrades are enabled by default.

3. By 31.12.2035:

• The PQC transition for medium-risk use cases has been completed.

• The PQC transition for low-risk use cases has been completed asmuch as feasible.

4.2 The timeline in detail: Milestones, first and next steps

1. The work stream on PQC has identied a set of initial measures (see First Steps),
which:

• are required for a successful transition;

• can be initiated now;

• will also facilitate cryptographic agility.

In particular, all Member States should start initiating or updating their national tran-
sition plans in 2025 to implement the steps described in this document. Member
States should ensure the measures listed in First Steps are accomplished before the
endof 2026 and are encouraged to provide regular status updates to thework stream
on PQC to ensure a harmonised implementation.

On the deployment side, it is important that Member States initiate the transition by
running pilots and starting the transition of high-risk use cases. The recommended
steps and milestones which should be reached by the end of 2026 are summarised
in the box “Milestone 1”, but we refer to First Steps for details on these measures. It is
important to note that the list of steps to complete should not be seen as exhaustive
and additional measures might be identied at the national level or within the work
streamon PQC. Theymight also be reected upon in additional parts of the roadmap.
Furthermore, it is also crucial that Member States do not wait until the end of 2026 to
start implementing the Next Steps. These should also be initiated as soon as possible
but might take more time to complete.
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22 Jun 2026 US White House executive order (link)

https://www.whitehouse.gov/presidential-actions/2026/06/securing-the-nation-against-advanced-cryptographic-attacks/




Sec 6 – non-FIPS == lack of encryption?!



Standardization of PQC
▶ Stateful hash-based signatures:

RFC 8391 XMSS and RFC 8554 LMS in CFRG, NIST SP 800-208 (also
XMSS and LMS), ISO SC27 JTC1 WG2 14888-4.

▶ FIPS standards for
▶ FIPS 203 ML-KEM (Kyber), based on lattices
▶ FIPS 204 ML-DSA (Dilithium), based on lattices
▶ FIPS 205 SLH-DSA (SPHINCS+), based on hash functions

▶ Falcon and HQC selected by NIST, more signatures in on ramp.
▶ For IETF and IRTF see previous talk.
▶ ISO 18033-2 Asymmetric ciphers, Amendment 2 published 5 June 2026.

Covers Classic McEliece, FrodoKEM, and Kyber/ML-KEM.
▶ ISO 29192-4 Lightweight cryptography Amendment 2 in DAmd stage.

Will cover NTRU.
▶ ISO 14888-6 Stateless hash-based mechanisms (in CD stage).
▶ ISO 14888-5 Lattice-based mechanisms (upcoming).

https://tools.ietf.org/html/rfc8391
https://tools.ietf.org/html/rfc8554
https://csrc.nist.gov/pubs/sp/800/208/final
https://www.iso.org/standard/80492.html
https://csrc.nist.gov/pubs/fips/203/final
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final
https://www.iso.org/standard/86890.html
https://www.iso.org/standard/90706.html
https://www.iso.org/standard/92016.html
https://www.iso.org/standard/92017.html


ECCG Agreed Cryptographic Mechanisms
▶ EUCC Guidelines on Cryptography has open consultation till end of July on

ECCG Agreed Cryptographic Mechanisms - version 3 - draft for public
review.

▶ Guidelines prepared by ECCG subgroup on cryptography. These are the
security agencies of EU countries.

▶ Relevant for: Common Criteria-based Cybersecurity Certification Scheme
(EUCC).

Agreed Cryptographic Mechanisms
European Cybersecurity Certification Group

Sub-group on Cryptography

5.4 Key Establishment and Key Encapsulation

Asymmetric key establishment schemes allow two or more parties to generate a common secret without
using any pre-shared secret values. They are usually combined with asymmetric or symmetric authenti-
cation based on a public/private key pair or a shared secret key.

The most widely used two-party key establishment scheme has been proposed by Diffie and Hellman and
relies on the discrete logarithm problem (instantiated in any suitable group). It proceeds as follows for
two users:

1. Both users agree on a group G and a generator g.

2. Each user picks a random value ri, i ∈ {1, 2}, and sends gri to the other user.

3. Both users can then compute gr1r2 from their own random value and the element sent by the other
user.

An alternative framework, the Key Encapsulation Method, enables for a party to share a symmetric
key with another party. The recipient starts by generating a key pair (sk, pk). The sender can then
encapsulate under the given public key pk, which generates a secret key k and a ciphertext c. The
recipient can finally decapsulate the secret key k from the ciphertext, using her private key sk.

It should be noted that in such a basic version the protocol is among other issues vulnerable to man-in-
the-middle attacks. In particular, additional steps should be performed and additional data should be
exchanged to ensure authentication of the users and of the key establishment messages.

Agreed Key Establishment and Key Encapsulation Schemes.

Primitive Scheme R/A Notes

FF-DLOG DH [SP800-56A, ISO11770-3] A 60-KE-Auth, 61-DHSubgroupAttacks 62-QuantumThreat
DLIES-KEM [ISO18033-2] A

EC-DLOG
EC-DH [SP800-56A, ISO11770-3] A 60-KE-Auth, 61-DHSubgroupAttacks, 62-QuantumThreat

ECIES-KEM [ISO18033-2] A
X25519, X448 [RFC7748] A 60-KE-Auth, 62-QuantumThreat

LWE ML-KEM [FIPS203] R 60-KE-Auth, 63-Hybridization, 64-ML-KEM Parameters
FrodoKEM [FRODO-KEM] R 60-KE-Auth, 63-Hybridization, 65-FrodoKEM Parameters

General Notes.
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https://certification.enisa.europa.eu/publications/eucc-guidelines-cryptography_en
https://certification.enisa.europa.eu/document/download/9993abb8-5f27-47d0-bdb2-f6f284cd5141_en?filename=20260507-acm-draft.pdf
https://certification.enisa.europa.eu/document/download/9993abb8-5f27-47d0-bdb2-f6f284cd5141_en?filename=20260507-acm-draft.pdf


Where to go from here?
▶ Some deployment needs interoperability and agreements/standards.

But much data and traffic could be protected now already.

▶ PQConnect https://www.pqconnect.net/ ready-to-use software for
adding extra PQC layer.

▶ Migration needs testing phase and safety nets.
Dangerous to remove pre-quantum crypto now & no harm keeping.

▶ Several recommendations available already, to highlight two from the
European Union Agency for Cybersecurity (ENISA)
▶ Current state and quantum mitigation
▶ Post-Quantum Cryptography – Integration study

▶ TNO, AIVD, CWI (all NL) The PQC Migration Handbook
▶ Several positive signs of awareness and progress in migration, but much

more work needed.
▶ New EU project PQCSA on migration and standardization

(started January 2025). https://www.pqcsa.eu/

https://www.pqconnect.net/
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
https://publications.tno.nl/publication/34643386/fXcPVHsX/TNO-2024-pqc-en.pdf
https://www.pqcsa.eu/
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WP3: Migration roadmap

This work package drafts the roadmap for migration to post-quantum
cryptography. The objectives of this work package are as follows:

▶ 3.1 Prepare the supply chain for the demand in PQC solutions.

▶ 3.2 Provide stakeholders with a roadmap of how to migrate to PQC.

▶ 3.3 Establish that the PQCSA migration to PQC roadmap is fit for purpose.

▶ 3.4 Demonstrate that the versatility of the PQCSA migration to PQC
roadmap on at least one sector.



Links to further information
▶ PQCSA deliverables (so far)

▶ D1.1 Survey of PQC algorithms
▶ D1.3 Hot Topics and Op en Problems in Post-Quantum Cryptography
▶ D2.1 Survey of PQC protocols

▶ NIST PQC competition.
▶ Quantum Threat Timeline 2019; updates from 2021, 2022, 2023, 2024, and 2025.
▶ Status of quantum computer development (by German BSI).
▶ ENISA studies: Post-quantum cryptography: Integration study,

Post-quantum cryptography: current state and quantum mitigation

▶ YouTube channel Tanja Lange: Post-quantum cryptography.
▶ PQCRYPTO summer school with 21 lectures on video; slides; exercises.
▶ Less math, more perspective: Executive school I and Executive school II.
▶ pqcrypto.org overview page by D.J. Bernstein & T. Lange.
▶ PQCrypto 2016, 2017, 2018, 2019, 2020, 2021, 2022, 2023, 2024, 2025, 2026.
▶ PQCRYPTO project (ended in 2018, but still lots of useful resources).
▶ PQConnect ready-to-use tunnel, adding extra PQC layer.

https://pqcsa.eu.org
https://www.pqcsa.eu/deliverables/d1-1-survey-pqc.pdf
https://www.pqcsa.eu/deliverables/D1.3-hot-topics.pdf
https://www.pqcsa.eu/deliverables/pq-protocols.pdf
https://csrc.nist.gov/Projects/post-quantum-cryptography/Post-Quantum-Cryptography-Standardization
https://globalriskinstitute.org/publications/quantum-threat-timeline/
https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/
https://globalriskinstitute.org/publication/quantum-threat-timeline-report-2025b/
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/Entwicklungsstand-Quantencomputer/entwicklungsstand-quantencomputer.html
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.youtube.com/channel/UCatHl2XgG1S3Vw4KD8IFnPQ
https://2017.pqcrypto.org/school
https://2017.pqcrypto.org/exec
https://pqcschool.org
https://pqcrypto.org
https://pqcrypto2016.jp/
https://2017.pqcrypto.org/conference/index.html
http://www.math.fau.edu/pqcrypto2018/daily-schedules.php
https://pqcrypto2019.org/
https://pqcrypto2020.inria.fr/
https://pqcrypto2021.kr/
https://2022.pqcrypto.org/schedule.html
https://pqcrypto2023.umiacs.io/
https://www.maths.ox.ac.uk/events/conferences/pqcrypto-2024
https://pqcrypto2025.iis.sinica.edu.tw/
https://pqcrypto2026.irisa.fr/
https://pqcrypto.eu.org/
https://www.pqconnect.net/

