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Mobile Algorithms

I GSM

I A5/1
I A5/3 (Kasumi-based)

I UMTS

I UEA1 and UIA1 both Kasumi-based
I UEA2 Snow 3G and UIA2 Galois MAC

I LTE

I EEA1 and EIA1 same as UEA2 and UIA2
I EEA2 and EIA2 AES CTR and AES-CBC-MAC
I EEA3 ZUC and EIA3 Universal hash-function

Specifications available at:
http://www.gsma.com/technicalprojects/fraud-security/security-algorithms/
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Most Used AE Algorithm ?

I IEEE 802.11 WLAN: AES CCM

I IEEE 802.15.1 (Bluetooth): E0 encryption only

I IEEE 802.15.3: AES CCM

I IEEE 802.15.4: AES CCM

I ECMA-368 Wireless USB: AES CCM

I BTLE (Bluetooth Low Energy): AES CCM
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Scope of AE
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Integrity of Signaling

I UMTS: RRC signaling encrypted and authenticated
to protect against call hijacking.
Recall that GSM has only encryption of call frames.

I IEEE 802.15 have integrity-protected secure frame counters.
to prevent replay attacks
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Threat of Repeating Nonce ?
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Additonal Requirements
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Pseudo-random Function

I PANs and WANs do link layer session key derivation

⇒ Pseudorandom function primitive
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Error Correction

I How to combine error correction and integrity?
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Design Strategies
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CTR Mode

“We know more about ciphers in 2012 than we did in 1998. Can we
obtain better speeds by replacing AES with another block cipher?"

I Adopted as the design strategy of the first UMTS f8: CTR mode
enforced with CBC coupling and a special purpose block cipher

I But, beware of the Big Bad Cryptanalyst who wants to analyze
the block cipher as a stand-alone primitive
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Dedicated Stream Cipher

“We know more about ciphers in 2012 than we did in 1998. Can we
obtain better speeds by replacing AES-CTR with another stream
cipher?"

I Adopted as the design strategy of the second UMTS f8:
Snow 3G

I But, beware of the Big Bad Authority who wants the AES to be
used everywhere
⇒ LTE adopted AES CCM
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